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DESPRE CLOUD SECURITY ALLIANCE A\

U Organizatie Globala, non-profit
J Peste 48000 membrii individuali, peste 180 membrii corporate, peste 65
capitole
J Crearea de bune practici si a unui ecosistem cloud de incredere
O Filozofie de tip Agile, dezvoltare rapida a cercetarii aplicate
d GRC: Echilibru intre conformitate si managementul riscului.
J Modele de referinta: construieste bazandu-se pe standarde existente
0 Managementul identitatii: element cheie al unei economi cloud
functionale
O Sustinator al interoperabilitatii
O Sprijin si factor activator pentru inovatie

O Sustinerea de politici publice prudente
“To promote the use of best practices for providing security assurance within Cloud
Computing, and provide education on the uses of Cloud Computing to help secure all
other forms of computing.”
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DESPRE CLOUD SECURITY ALLIANCE

O Cercetare

O https://cloudsecurityalliance.org/research/
1 Recomandari si Consultanta Guvernelor si Companiilor Private
O Educatie — Certificari Profesionale — Training

J https://cloudsecurityalliance.org/education/
O Certificari pentru furnizori

O https://cloudsecurityalliance.org/star/
 Standarde

O https://cloudsecurityalliance.org/isc/
(d Evenimente

J https://cloudsecurityalliance.org/events/
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Istoria Cloud Computingului g

Ce a fost, va mai fj, si ce s-a facut, se va
mai face: nu este nimic nou sub soare.

Vechiul Testament: Ecleziastul 1:9
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Istoria Cloud Computingului \ ‘o~

Istoria Cloud Computing

c°ncepte Yirtualizare Web
Timpurit Mainframes

(John McCarthy] IBM CPICMS IBM . W

Minicomputer

Computer Personal
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Gazduire Web SOA ASPs Cloud Computing...
Termenul
“Cloud" salesforce.com Got_nge Google T
Inventat de YM Ware File GoogleHadoop App Azure Apps.gov
Ramnath System Maps  Amazon S3 Engine ‘
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Istoria Cloud Computingului . »

* Mainfraim-uri gigant cu thin client in scoli - anii 50

* Ani 60" ARPANET (Advanced Research Projects Agency Network) -
precursorul internetului

e 70’ masinile virtuale VM de la IBM

« Sfarsitul anilor 70’ - Noua revolutie industrial - aparitia PC-urilor cu boom-
ul internetului la nivel de utilizator incepand cu 1993.

* Anii 2000 SOA - Arhitectura orientate pe servicii - Salesforce.com
« 2006-2008 Aparitia Cloud Computingului in formele curente.
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Deja utilizam cloud si traim in cloud —

* Telefoanele noastre inteligente folosesc si sunt bazate pe cloud in proportie
din ce in ce mai mare

* Datele noastre sunt in cloud, si da... am dat “ACCEPT” pentru asta.
* Google

* Yahoo

« AMAZON

« MICROSOFT

« APPLE

« TOATE INSEAMNA IN ACEST MOMENT CLOUD
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Schimbari Perturbatoare
de-a lungul istoriel

 iPad iPhone
iPod Mobile

Altele: broadband, caile ferate, VOIP, muzica, fotografie digitala
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Tehnologiile disruptive NS

Generational Shift

Different business models

Technology = Economic Business

Centralized Optimized for High upfront costs
computing and efficiency due to for hardware and
storage, thin clients high cost software

PCs and servers for Optimized for Perpetual license for
distributed computing, agility due to OS and application
storage, etc. low cost software

Large DCs, Order of magnitude Pay as you go,
commaodity HW, better efficiency and only for
scale-out, devices and agility what you use

Saurce! Momiof while paper. "Ecsnormcs of e Cloud " - WHTF Ferosnd oom e s s s nreasrsehainaan s s The-Economics-af -the-
& oo st vy
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Categorii:

[aaS
PaaS
Saas
SecaaS

Tipuri:

Public
Privat
Hybrid
Comunity

SECURITATEA ASTAZI

Clasificari cloud

Visual Model Of NIST Working Definition Of Cloud Computing
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.htm|

Broad ) . ) On-Demand
| Network Access Rapid Elasticity . Measured Service . Self-Service

Resource Pooling

| 3 "'..\.;..i"»."e"(. | "B 3 .:4.

Service (Saas) Service (Paa$) Service (laas)

Saftware ac a3 Platform as a

Public Private Community

i
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Clasificari cloud \

* (Categorii:

GOOGLE DOCS NETSUITE

— IaaS FRESHEBOOKS GMAIL
SALESFORCE

— PaaS$ BASECAMP

— Saas FORCE.COM

APP ENGINE

— SecaaS$

AZURE
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Clasificari cloud \

e Tipuri:

— Public 4 \

— Privat / Hybrid | _—

| Cloud
— Hybrid < | "

N Comunlty 4 Private N Public C
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"
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Cloud Computing: beneficii si bariere

0 Prin adoptia pe scara larga a Cloud Computingului, pana
in 2020:
1 250 miliarde euro contributia la PIB-ul UE in 2020 in
cazul interventiei fata de 88 in cazul neinterventiei
(1 940 miliarde de euro pentru PIB-ul European cumulat
2015-2020 fata de 357 miliarde euro
1 3,8 milioane de locuri de munca fata de 1,3 milioane in
cazul neinterventiei
Sursa
http://ec.europa.eu/digital-

agenda/futurium/en/content/quantitative-estimates-
demand-cloud-computing-europe-and-likely-barriers-

take
U Bariere in adoptie:
O Piata fragmentata
U Lipsa de transparenta

U Ingrijorarea privind securitatea
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Avantajele cloud ‘—

* (Costuri scazute, flexibile, usor controlabile

* Disponibilitate - accesibil de oriunde

» Elasticitate rapida (livrare de capacitate sporita la cerere)
* Costuri optimizate: Platesti cat utilizezi

* Recupereare in caz de dezastru mai usoara si o mai mare continuitatea a
businessului.
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Avantajele cloud ‘—

Eficienta - Forbes: Conform Carbon Disclosure Project report, companiile
care vor simplifica oparatiunile pentru a imbunatatii performantele IT, nu
numai ca vor reduce cheltuielile de capital si operationale dar vor reduce si
consumul de energie si emisiile de carbon. Grupul estimeaza ca pana in
2020 organizatiile din U.S. care vor migra catre cloud ar putea salva 12.3
miliarde USD numai costuri energetice si echivalentul a 200 milioane de
barili de petrol.
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Dezavantajele cloud “—

* Lipsa de transparenta a furnizorilor
* Auditarea
* Problemele legate de chiriasi (TENANTS)
* Problema suprainchirierii capacitatii ...
* Portabilitatea ( a nu ramane blocat la un singur furnizor )
* Probleme legislative si de securitate:
— Protectia datelor cu character personal
— Probleme de jurisdictie.
— Probleme legate de locatia datelor:
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Managementul riscurilor —

* SLA - (Service Level Agreement) - Nivelul de Servicii Agreat
* PLA - Privacy Level Agreement

* Auditarea

 UTILIZAREA DE FURNIZORI DE CLOUD CERTIFICATI

 https://resilience.enisa.europa.eu/cloud-computing-certification
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Strategia Europeana de Cloud
Computing

O Europa cloud-friendly si cloud-active
UComplementara actiunilor Agendei Digitale
UActiuni cheie privind Cloud Computingul:

* Eliminarea junglei de standarde

* Contracte sigure si corecte
* Parteneriat European de Cloud



"“IS

Hfrla des a load én sépusanta

Roluri si responsabilitati - conform Strategiei de securitate Cibernetica aA UE

Network and
Information

security

« Commission [ EMISA

« CERT-EU
EU « Network of
competent authorities
- FP3R

1

« National CERTs

« MIS competent
NATIONAL authorities

SECURITATEA ASTAZI

Law enforcement

« EC3/Europal
« CEPOL

- + Eurgjust

1

« Mational Cybercrime
Units

-

Defence

*EEAS
* European Defence
Agency

i1

* Mational  defence
and security

- authorities
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Utilizari in domeniul Securitatii S

* Analiza datelor (Data analytics)

* Detectia si prevenirea fraudelor.

* Monitorizarea autovehiculelor si aparatelor (IoT) - Internet of Things
— VSaaS (Video Surveillance as a service )

— Monitorizarea persoanelor prin intermediul dispozitivelor purtabile -
tracking

— Fire and Safety
— Autentificare si autorizare in controlul accesului fizic
— Cladiri si case inteligente



IIRIS

Hfrla des a load én sépusanta

Utilizari in domeniul Securitatii \\\,

* VSaaS hibrid (Video Surveillance as a service )

Solutie de Supraveghere Video Cu Gazduire de Ila Distanta
combinata cu Onsite cu Guard Station si Live Viewing

Control de Ia distanta
Observatori Corporatisti

Internet

I " I” I II - - s

e — <. 2

.| .| - o samiad 4
AccesVideo, Stocare si Autentificare

Guard Station Zona de monitorizare
E?etector de Localizata Oriunde:
miscare, toate Centre de securitate, Birou Independent, Sala de Consiliu

site-urile auto
protejat,
Locatie
independenta
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Utilizari in domeniul Securitatii S

« VSaaS total in Cloud (Video Surveillance as a service) GDS (Green Data

Systems)
Connect Any Camera Watch Anywhere
o B = Ll =0 o)
Webcam IP carmera cCrv DVR Computer Laptop Tablet Phone

Cloud City EU
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Utilizari in domeniul Securitatii

Analiza Sociall |
Sentimentala B

i
B
Analiza Traficalui I

. Analiza Datelor din Retea
Rutier

(milioane de evenimente/sec)

é

. I
H

K

+O platforma dezvoltare agila si o buna

de tip Big Data ° sl pimmede g €
. . . . . Perfurn? anta si clusturi de capital si costuri de
— Date lstorlce de tlp Blg Data - productie avantajoase

* Substrat care suporta o gama larga de analize

e Analiza datelor

(Data analytics): B
— Analytics Cloud

, Timp Valorificat

— Surse de date in timp real

Analiza Video

‘Big Data e
‘Predictie LD =

* Detectia si prevenirea
- Atacurllor Clbernetlce Analiza Locatiilor

* Vizualizare Uxrn m Analiza
T o
— fraudelor. o

Rezultatele
Dorite

Reducerea
Timpului de
Raspuns la o

Urgenta

Siguranta
Publica

Inteligenta
-

Serviciile
Cetatenilor

Reducerea
Congestionarii

Reducerea
Emisiilor de
Carbon

— criminalitatii | Analiza 0T
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Amintiri din Viitor - IoT (Internet of Things) \ =

Consumer & Home Smart Infrastructure Security & Surveillance

\\ H ,/
‘s ] /'
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S H P =
Healthcare & i )~ Transportatlonl*:
- ﬁ ly W AR . j‘!'!
o o) qem) W | Dt ad
. Network I =) T
3 a DG
: \\\\ 'W %-2 <Y
I L
1 \\’
Industrial Others
| o g et
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74 .J' r } 2 {:v...»./:../«-nm
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Amintiri din viitor: Sunt un Cyborg? »
Sunt mai puternic sau mai vulnerabil?
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Amintiri din viitor: Sunt un Cyborg? »
Sunt mai puternic sau mai vulnerabil?

*  Maijos lista mea de lucruri la care utilizez telefonul intelligent, mi-ar placea sa o stiu si eu pe a
dumneavoastra:

. Il utilizez ca si ceas alarma pentru trezit

. [1 utilizez ca monitor al somnului, parametrilor de sanatate(puls,greutate, calorii consummate/arse,analize
medicale),

. Il utilizez ca lanterna

. Il utilizez sa ma alerteze referitor la orice task urgent, meeting etc

. Il folosesc sa-mi reaminteasca lista de cumparaturi cand intru intr-un anumit magazin.
. [l utilizez pentru a verifica vremea pentru urmatoarea perioada.

. Il utilizez pentru a-mi salva carti si a marca articole web pentru a le citi ulterior
. [l utilizez pentru a asculta muzica (in masina, cand fac sport, etc)

. [l utilizez pentru a converti monede sau unitati de masura

. Il utilizez pentru traduceri

. Il utilizez ca GPS

. [l utilizez ca antrenor personal pentru a invata limbi straine

* Il utilizez pentru a allege filmul la care sa merg sau pe care sa-1 vad

. [l utilizez ca si carte de bucate

. Il folosesc ca antrenor personal de fitness

. Si multe altele .....
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Amintiri din viitor: AlaaS - Inteligenta Artificiala ca serviciu \\\-

Astazi sub-segmente ale Inteligentei Artificiale ca: data mining, machine
learning si extragerea si procesarea de informatii statistice, sunt aplicate in
mod curent si pe o scara larga in domenii ca : medicina, biologie, ecologie,
fizica, genomica, cryptanaliza, etc. Mai recent beneficiaza de acestea
stiintele sociale, marketingul si publicitatea, aplicatiile de securitate fizica
si cibernetica. Odata cu avansul cloud computingului si a disponibilitii
publice a acestora (Amazon, Google, Microsoft) institutii, companii si
personae pot inchiria putere de calcul pentru calcule de scara-larga fara a
platii costurile enorme ale creerii si mentinerii unor supercomputere. (de
obicei disponibile doar pentru marile laboratoare de cercetare)
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Amintiri din viitor: AlaaS - Inteligenta Artificiala ca serviciu \\‘ —

* Big Data Analytics si Cloud merg mana in mana
* [oT (Internet of Things) - internetul lucrurilor

 [BM - WATSON - ARTIFICIAL INTELIGENCE IN: CYBERSECURITY, HEALTH,
ETC

* Acum WATSON invata limba Japoneza.
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Watson Developer Cloud G ed A ery Co Community

Your gateway to building a new generation of
cognitive apps. Try for free on IBM Bluemix.

ick Start Guide

Announcing General Availability Release Try the visualization demo Leam More
IBM Watson TradeOﬁ Analytlcs Make better, more sansfymg decisions by visually comparing and exploring

Make better choices with smart visualization many options against multiple criteria, all at the same time
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UNPARALLELED COGNITIVE INSIGHTS

‘ See how we're changing the world
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SPARKSECURE -t
http://sparkcognition.com/products/sparksecure \_

° oo Sporkcognition Solutions Press About Careers

@ sparksecure

A‘cognitive approach o security

Human Intelligence at Machine Scale

SparkSecure™ Cognitive Insights add a cognitive

layer to traditional security solutions, increasing the
operational efficiency and knowledge retention of your
security analyst team. Essentially, Cognitive Insights
does much of what a human security analyst can do,

but at machine speed and Big Data scale.
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Amintiri din viitor - Concluzii =

* Inprezent INTERNET = CLOUD COMPUTING
* [oT, Inteligenta Artificiala si Robotica vor deveni un lucru obisnuit
* Big Data Analytics si Cloud merg mana in mana

* Machine learning si Data mining sunt tehnici larg utilizate pentru a
raspunde la o larga varitate de intrebari, de la simple fapte la trenduri si
previziuni.

* Securitatea fizica si cea cibernetica nu mai pot fi separate: una are
nevoie de cealalta si invers, in realitate acestea fiind una singura.

* Quantum Cloud - Cloud bazat pe quantum computing

* (Cloudul si securitatea serviciilor financiare



