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@ |t is the first thematic Italian University centered on
the Person

@ Private University, ranked in the firsts position
among universities in ltaly.

@ Recognized healthcare and education excellence
center in Italy.

Master Degree in

HOMELAND SECURITY -Systems,
Methods and Tools for Security

From 2008 and Crisis Management

VI editions _
www.MasterHomelandSecurity.eu
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Critical Infrastructure Protection
& Interdependencies
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Dependency vs interdependency

 Dependency:. is the capability of an
infrastructure to influence the state of
an other infrastructure. It is a
unidirectional relationship.

* Interdependency: is a bidirectional
relationship between two infrastructures
through which the state of each
infrastructure is influenced or is
correlated to the state of the other.
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.... for a lot of GOOD reasons divide et impera

social | [  Poltical

Many actors with J”!:S‘Q clbje)f]
clashing interests l

No geographical
contiguity

C NV - A < 1 ) L L L
Interdependencies Domino effect Global threats
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Dependency definiton (2

A depend on B when an event able to reduce
the operational capability of B is able to
reduce the operational capability of A

In other terms dependency is a differential (or
better detrimental) property.

The degree of dependency is related to the
detrimental variation induced in the
dependent element

R. Setola, “How to Measure the Degree of Interdependencies among Critical
Infrastructures”, Int. J. of System of Systems Engineering, (IJSSE), vol. 2,pp. 38 -59, 2010
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S. Rinaldi, J. Peerenboom, and T. Kelly, “Identifying Understanding and Analyzing
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Dimensions for describing infrastructure interdepen-

Physical Interd.: if the
operations of one
infrastructure depends on
the physical output(s) of
the other.

Cyber Interd.: if its state
depends on information

Infrastruciture
Characfernstics

.' Eegﬁgnse transmitted via cyberspace.
| Behavi -
e a”ﬂrbﬁ K Geographical Interd.:
". v & when elements are in close
s spatial proximity.

| ECLIJ"

\ ity : :

\ éffgg,w Logical Interd.: any other

kY

causes (e.g.
regulamentatory)
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Tvpe of failure.

Common cause: the
same event produce
Vpe of

Failure

failure in two or more
| infrastructures.
f ' | Cascading: the failure into
, - one infrastructure induce
[ and a domino effect on other
| o @ N - o infrastructures.
| F & oo Y, o Escalating: the failure of
b NG a one infrastructure
) ' | exacerbate the
\ | - | consequences of failure
\ / induced by some other
\Eﬂ vironment Inisr aggjﬁ G%W causes.
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Infrastructure Characteristics

Spatial | Temporal | Operational Organizational

Unit
Subsystem
System
Infrastructure

Interd.
Infrastr.
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Interdependency
are more relevant
as scope increase

Roberto Setola —

Relevant time
scales vary from
milliseconds to
hours to years

The importance
of each type of
interdependency
change w.r.t.
time horizon
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Example of Interdependencies in the Energy In
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Same episodes

o~ 2000 — Maroochy Shire
: (Australia)

Source

An ex-employer used a wireless
Internet connection to penetrate into
SCADA of sewage treatment plant

Consequences

o 47 “abnormal” accidents in
January-April 2000

0 1.200.000 liters of raw sewage
dispersed in the environment

o Potable water compromised in

the area
“We weren't very far from a European blackout”
spokesperson from RTE (French transmission system operator)

1998 — Galaxy IV (USA)

Source
Failure in a communication satellite

Consequences

o 40 millions pagers out-of-services

o 20 United Airline flights delayed

o Many radio stations unable to operate

o Congestion at high-way gas stations:
due to impossibility to process credit
card

2004 — Italy

Source
an incident in the air conditioned system of an
important telco nodes in Rome

Consequences

o Blackout in mobile and wired communication
for about 6 h in Roma

o About 5.000 banks and 3.000 post offices off-

380kV lines across river Ems turned off at 21:30h to let the
Norwegian Pearl through

A large number of lines in Germany, Austria, Hungary and
Croatia automatically tripped one after the otherin a
"domino" effect, as their automated protection systems
detected load flows over the safety limit

line -

o 70% check-in desks at Fiumicino airport off- 15;?;“;%'1,32;1“5:?0”5 affected
line

o ACEA (local electrical distributor) lost the Power restored in 30 minutes
control on half of the network (near miss) in some places, 2 hours in ltaly

Bucuresti 10 Octombrie 2013 - Protectia
infrastructurilor critice din sectorul energetic. RO be rto Seto | a-—

Dependente intersectoriale energie-comunicatii.



mailto:r.setola@unicampus.it

- EU Directive 2008/114EC - I

FLRERL T = fictd [l of the Bempean Unim

COUNCIL DIRECEVE X041 450

af # Deember M08

an the dmes and d o exisicall inf

amd dhe of dw

" need |.n?.ur:d:lu proscon

(Taxx wich IEA ralavanca)

THE COURCL OF THE EURCFEAR DRIOR,

Favng rgand @ the Tmaty emblshng te Eoopan
Commnny, and n mocur Anide 308 termi

Faving regard 1 the propamd Fomn the Chmmaman,

Having mgnd i the oEmmn of the Bwopan Pdamnt (],
Faving egard tn he opinien of the Bampean Cmicd Sak(Y,
Whema

i In ume X4 the Beopean Coued asked @r the
prrpnbim o an oenl samgy © peees emial nfs
mruirrs In mpoeng o 00 Oache 2004 the
s sdoped 1. C m ermial nEs
®rudur priedion 0 the gt amne emeam which
put fowand mggrsiom a1 0 whit woudd mbonce
Bmnman premim of pramdes foeasd repame
m tamrat attacks nwking cntcd infsnciera

(4 On 17 Movarber 2005 the Commimon lﬁuﬂ F1
ioremial nEs

sTen ram llnﬁnn FETATTE

num:men which F'nm.kd paker apiam o

the nu.HFlhm: of the pmgrmme and the (Rl
Waming rermrk The

mpames raaval  the Gren Paper emphaeed the

:Ed vl of 3 Commmnity fmesok cmeming [}

crial infnsnctee prowion The need 0 inceme

the criticd infasncter pracaton aphibey in Boope

ard w1 help miwe “.‘Frld‘lﬂﬂ MIHE!;HB eritieal

infrsncnm wan acknowlbdgal. The mpanme o

4 InOaembr M4 he noce od Hore Afan Coanel
cdled upn the Commaman @ make 3 propoul firoa
F [ i mivcal F

¥ Caplindon of 10 Jul v 37857 (e o publiche & in ke Okl foumal].
OF o CT14 BEEEDT, pl.

CERCI| and dectdad thot © shoukd be laxed an an db
hazanh appmxh  whic comemp hmia fom
termrien ® 3 prnmy. Unde tha o, mnmxk,
technalogeal sm:u:l and ru.nnl’l::n shauld be
takm @ wemre in the sl infnsnenee proeaton
praem, ke the hme of wroam shadd be gren

priwy.

In Aprd 3107 the Concil d cochniomy o e

m‘:‘: in which ¢ nnmm it wm the i

reaparmbibyy of the Member Gam @ mamge
i n fer of eriiaal mi

e
within ther mrimal bandrs whie wdmming the dio
af the thmmminn o deelop a Bunpean posder for
the ideriil and daip d‘F r waial
infmsncium (5] and the awomen of the eal
t mprre ther romcon

Tha [ireare comimses 3 fex wep in 3 sephyaep
appraxch o identy and desgraie 500 and amem he

|||||||

Thoe am o cran number of aitkal nimnedum in
[ v, the daup o e af whech
wadd have :m:u: anwhands mpxia Tha may
tchade tmmbandey mmwcar efidy mading
ke perck 3 ml mire

rawEn n
wruczra Sach B0l shadd be ideresind and desgratal
by mem of 3 common proeder. The evdmsm of

for auch shadd he

moun
dane wnder 3 ammmen mimmen h Bzl
xhemea for ampertion kereem Rrh:n: n he
fidd of critl nEasndur proscton cominee s wdk
cxabised nd dicers mam of ddng wth mm
baundhry ermial iffmsncneea S0P skl budd o
mich oot Infrmonon persnng @ othe de
Axm T: porecubr nhru:n -":n Bl hﬁ
be chmifed = an approprise kvd 0 scorhnce weh
exaing Chmemessty and Manbr a2k kgelagm,

infrastructurilor critice din sectorul energetic.

*Experts identify the worst
possible realistic scenarios of
disruption or destruction of
that infrastructure (all hazards,
ex-ante exercise)

*Each scenario is developed
(including cascading effects
where possible) and its impact

assessed in terms of the 3
dimensions (casualties,
economic and public effects)
*The effect are compared with
thresholds
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Input-Output Inoperability M

Analyse how inoperability
spread among
infrastructures

Q4/’ 0,6
< 

0,3

e

Inoperability =
percentage of incapability
to perform intend task

0,12

|

External perturbation

Leontief coefficient

q(k+1) =4 q(k)+c
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Evolution of ltalian Scenario

14000

12000

10000

3000

WELE-->ELE

6000 _
M Oli & Gas --> ELE

4000

2000 —
ml u B

1995 2000 2005

The amount of inter-sectors economic exchanged grow largely
than those of intra sector (main diagonal)

Source ISTAT data
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Dependency index & Influnce gai

Is a measurement of
the robustness with
respect to the
transmitted
inoperability

B Steady-state solution X=(I-A)lc=Sc
Py =23
|

If A is positive and stable, then

influence gain
g S=[-A] '=1+A+A?+A3+...

Is a measurement of

the influence that a Overall depencey index and influence gain
specific infrastructure 1 _ 1

— B 5 —_ ‘s
has on the global Pj=—5 ZSU =77 ZSU
system i#] J#

)

R. Setola and S. De Porcellinis, “A Methodology to Estimate Input-output Inoperability Model Parameters”,
Critical Information Infrastructures Security 2007, Lecture Notes in Computer Science, Springer-Verlag,
Berlin, pp. 149 — 160, 2008.
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IIM Operational vs Economic

Economic (business) links represent
' just one of the dimension of
dependency

Fukushima
Nuclear plant

To capture (other) depedency we have to
consider also ooperational dimension
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@
-

In our case study we consider 11 critical sectors

by
=T

Sector

Air transportation

Electricity

Wired Telecommunication (TLC wired |

Wireless Telecommunication (TLC wireless)

Water management

Hail transportation

=1 O] On) b= L3 B3| =

Finance

MNawval Ports

WD) 0o

Fuel & petroleum grid

Natural Gas

=] =
[

Satellite Communication & Navigation
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and 5 time slot

a) less than 1 h
b)from1to6h
c)from6to12h
d) from 12to 24 h
e) from 24 to0 48 h
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Fuel &

Petroleum  Normalised dependency index

Air

~— transportation

The curves cross each
NavalPorts — gthers, i.e. they

relevance/fragility varies
Finance with the outage time

Overall normalised dependency

0,25
0,2 - pd
/ —
0,15
/ \
0,1 \
0,05
A SR .
0 7 T
<1lh 1h-6h 6h-12h 12h-24h 24h-48h
e=g==A\ir Transportation == E|ectricity
TLC Wired TLC Wireless
e \\/ater Management «=@=Rail Transportation
e Finance e Naval Ports

e===Fyel & Petroleum Grid
Satellite Communication & Navigation

This phenomana
should be
considered when
emergency plan
are designed
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Time Varying ||M

Constant: it does not change with outage
period, i.e. direct link (no buffer or bck)

Linear + constant: buffer absorb partially
the inoperability until expire

S-Shape: buffer absorb quite completely
inoperability for a while but when expire
there is a rapid degradation (no graceful
degradation)

e (rours Double S-Shape: there are two type of
buffers which designed to support general

and prioritary aspects
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Time Varing |IM vs constaant|

0.45—
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0.4 - ,
f - --Time—Varying IIM
—IM<1h
0.35 ——IIM1-6h
—I1IM6-12h
——|IM 12—24 h
03 —=—|IM 24-48 h
z .l
=1 I
< E I U
@ R
S o2f -="
£ - P
0.15 PP
0.1 e ' ’
-
-
ya
0.05 T Al
5 | | | | | | | | | |
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Simulation time

Neglecting the variation of the dependency coefficients can
drive to large error
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Perceived Description
Severity
nothing the event does not induce any effect on the infras- 0 Confidence DEECI‘iptiDn Value (severity) | Value (growth)
_ tructure/ fand - * Perfect  Knowledge 0 0
negligible the event induces some very limited and geograph- | 0.025 ertaint
ically bounded consequences that have no direct — (no uneertain 'YJ
impact on the infrastructure’s or land’s operative- Excellent confidence £0.005 40.0005
ness * ¥ % Good confidence =0.050 +0.0050
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Criticality map
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THREVI? - PATHFINDER Tool

ONTOLOGY
Target Types

Topographical
information HREVI)
Infrastructure

Types

N

Vulnera- Inter-
bility dependency

| DATA MODEL | | DATA MODEL | Conse-
quences
| DATA MODEL |

hreat - ulnerability ath

dentification for
ritical .nfrastructures

SETTINGS INTERFACE
REPORTING INTERFACE

TAXONOMY
DATA MODEL

Bucuresti 10 Octombrie 2013 - Protectia

infrastrugctugilox eritice €in sectorul energetic. RO be rto Seto | QT+

Dependente intersectoriale energie-comunicatii.



mailto:r.setola@unicampus.it

Infrastructure Topology and Asset Taxonomy (ITAT) fre
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Human_hazard

Hazard context

Occurrence duration

Occurrence time dependence

has_.........
Ll . '
has_drive > bitab
» dNd elevd 0,
Socio-political_economical
has_actor
has_father_hazard
has_modus
@ has_existance - - > Hazard_modus
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has_impact
A

Substance Device

Information

Bucuresti 10 Octombrie 2013 - Protectia
infrastructurilor critice din sectorul energetic.

Roberto Setola —

Infrastructure /
Attribute

Dependente intersectoriale energie-comunicatii.


mailto:r.setola@unicampus.it

» . )
po
Repa el Storage Airpo a 0 port D Aircraft Parking
Ap
a Area e ADO and/or Storage Areas
3 e 0
A aro Opera'io
Maintena CoAm.m(?ruaI Op€a
— V|at|.on \ A 3
perations Ad 0
O 0O e o} al-Re ed
0 e - a A A
0
o 0 Delive
e 20 ote
ecto oroe
o ANEero 3 O
= De P

Non-Commercial

Aeronautical Operations




ENTITY DESCRIPTION USING QUESTIONIN

Code 001
. e Current Infrastructure code ECI
REClUII’Ed e Imoedance Class name SUBNET
P Short description (max 60 words)
Resources [ Recovery
MV Power grid segment that connects ECI components. May contain several wires and manually
0 erated SWitChES. If fault'\d it can ha maniallvy racanficuirad hw Danailr crowag
P Its operation depends on the | Name Nfl Name | Nfl
e Current Its functioning is similar f  availability of resources from | Current RR-1 RR-6
Produced Localization (geographig outside?
* Impedance o Impedance | RR-2 RR-7
Resources [ Subnets are inside MV po| |t has incoming resources that
do not directly affect the Recovery RR-3 RR-8
operativeness?
Sabot RR-4 RR-9
. ® Sabotage Vee (1o th
Received i Name = F‘l\:flp Name Nfl RR-
= | * Mechanic Produces or provides 10
aliures . Current PR-1 PR-6
* Geographic resources ?
Impedance | PR-2 PR-7
Transports or forwards
. resources ? PR-3 PR-8
Internal ® Geographic
fail * Aging Yes (use PR-4 PR-9
aliures e Misconfiguration No the pattern PR-5 PR-
to the right 10
to specify)
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Several “concept” of proximity

Dependency among antity are
modelled via weight incidence
matrices

(each one describe a specific
type of interaction - hence
generate different set of
neighbour)

Geographyc proximity .
Cyber proximity.

Any arc is characterised by delay 6 and attenuation/gain a A.
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CISIA Case-study 2007

Porti

Infrastructure Macro-
components
Electric Grid 35
Urban areas
Air-ports
Sea-ports
Railway 27
Highways 23
TLC 141 f

g
a
k
8

z
i ‘

§
HE

E E,EgE 2 2

Minuto 10 Liwelli: 00
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My more recent book

Effective
Surveillance for
Homeland Security

Balancing Technology and Social Issues

Edited by
Francesco Flammini $'Roberto Setola™s Giorgio Franceschetti

) N | i

lammini, \. etola, . .ranceschetti,
“ffective urveillance for onel and ecurity, \.ress,
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IIM with Technician point of

ldentify IIM parameters on the base of operative
technicians’ expertise (operators’ perceptions)

Ask to experts the follow question

Which is the impact on your infrastructure of
the complete absence of services provided by
yyy infrastructure for a time period of zzz

In this way we try to acquire directly from their
expertise an estimation about the dependency parameters

to set-up a technical oriented IIM

R. Setola, S. De Porcellinis, and M. Sforna “Critical Infrastructure Dependency Assessment Using Input-
output Inoperability Model”, Int. J. Critical Infrastructure Protection (IJCIP), pp. 170 - 178, 2009.
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How to answer

cally bounded consequences on services that have no
direct impact on the infrastructure’s operativeness

I'mpact Description Value

nothing the event does not induce any effect on the infrastrue-| 0
ture

negligible the event induces some very limited and geographi-| 0,05

very limited

the event induces some geographically bounded con-
sequences on services that have no direct impact on
the infrastrueture’s operativeness

0,08

limited

the event induces consequences only on services that
have no direct impact on the infrastructure’s opera-
tiveness

0.10

some degradations

the event induces limited and geographically bounded
consequences on the capahbility of the infrastructure
to provide its services

0,20

circumscribed degra-
dation

the event induces geographically bounded econse-
quences on the capahility of the infrastructure to pro-
vide its services

0.30

significant degrada-|the event significantly degrades the capability of the| 0,50
tion infrastructure to provide its services

provided only some|the impact is such that the infrastructure is able to| 0,70
services provide national-wide only some essential services

The experts have to use
linguistic value extracted
from a predefined scale

They have also to express a
grade of confidence
(accuracy) about each one of
their estimation

quit complete stop

the impact is such that the infrast

provide, in some geographically ar

Confidence

Deseription Value

sential servicese

stop

_|_

the infrastrueture is unable to prov

Good confidence 0

++

Relative confidence +0,05

e

Limited confidence +0, 10

F+++

Uncertain +0,15

F++++

Strongly uncertain +0, 20
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