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CERT-RO?

—+ Centrul National de Réspuns la Incidente de

Securitate Cibernetica — CERT-RO este punct
national de contact cu privire la Incidente de
securitate cibernetica.

« CERT-RO se afla in coordonarea Ministerului pentru
Societatea Informationala si este finantat integral de
la bugetul de stat.
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Raport anallza prlmele 6 luni

— Scopul raportulw este de a prezenta 0 analiza a mmdentelor
de securitate cibernetica raportate la CERT-RO in perioada
01.01 - 30.06.2013 si obfinerea unel viziuni de ansamblu
asupra naturii §i dinamicii acestor tipuri de
evenimente/incidente, relevante pentru evaluarea riscurilor
de securitate cibernetica la adresa infrastructurilor IT si de
comunicatii electronice de pe teritoriul national al Romaniel,
aflate Tn aria de competenta a CERT-RO.

 Raport disponibil la: http://www.cert-ro.eu
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Raport analiza primele 6 luni
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Domenii ".ro” compromise primele 6 luni
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Domenii ".ro” compromise primele 6 luni
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Raport analizé primele 6 luni

—= Botnet drone - Retea de sisteme informatice compromlse
controlate, de la distanta, de alte persoane/organizatii decat

detinatorii acestora.

* Microsoft Safety & Security

Center: "Atacatorii folosesc

retelele de tip botnet pentru a trimite spam, a raspandi virusi

informatici, pentru a ataca a

(e computere SI servere sau

pentru a comite alte tipuri de fraude sau infractiuni. Daca

computerul tau devine parte ©

intr-un botnet ai putea in mod

Involuntar sa-i devii complice atacatorululi.

http://www.microsoft.com/security/resources/botnet-whatis.aspx
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Concluzie raport

amenintarile, de natura informatica asupra spat|uIU|
cibernetic national s-au diversificat, fiind relevate tendinte
evolutive, atat din perspectiva cant|tat|va cat si din punct de
vedere al complexitatii tehnice;

« peste 12,5% din plaja de IP-uri alocata Romaniei este
Infectata cu diverse variante de malware (botnet), ce ulterior
sunt folosite in diverse atacuri asupra unor finte din afara
tarii, identitatea reald a atacatorului rimanand ascunsa.

* Peste 80% din numarul total al IP-urilor unice raportate,
ruleaza sisteme de operare din familia XP/2000.

* RO nu mai poate fi considerata generatoare de incidente de
securitate cibernetica, raportul demonstrand caracterul\
Intermediar/de tranzit

\
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ICS - SCADA SI\/IART GRID

_—+Tndustrial Control Sys_tems . sisteme informatice de
comanda si control folosite in cadrul proceselor industriale.

« SCADA (Supervisory Control and Data Acquisition) — cel mai
mare subgrup al ICS.

» Smart Grids - retea electrica moderna ce dispune de
capacitate de comunicare bidirectionalda intre client si
furnizor, precum si sisteme complexe de masurare i
monitorizare.
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Alerte SCADA In RO

_— 6 alerte de securitate ce au implicat S| SCADA din RO in
perioada iunie — decembrie 2012.

- IP-uri din RO ce rulau sisteme vulnerabile, care puteau fi
oricand compromise de catre atacatori.
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Alerte SCADA In RO

/ ——
e CERT. 4 Reply 44 Reply All - =p Forward Archive @ Junk | @ Delete

subject [CERT.#EDIE]DEQE 8000442] Outdated Siemens S7 reachable fromthe internet 29102012 14:11

Dear CERT-RO Team,

we have been informed about a Programmable Logic Controller (PLC, "SCADA"™) in Romania, that
is reachable from the internet. According to the version info of this Siemens 57 system, the
system has not been updated since 1994:

http://82.77 (i /Portaleese. htm

In most cases, it seems advisable to secure such an interface by a VPN or something similar
as the PLCs contain several security vulnerabilities.

e are not sure if you are interested in such cases and if you want to inform the owner. We
appreciate any feedback.

Regards
CERT

p.p. Dr.
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Alerte SCADA In RO

- LITETTIGAUSIa = | ull ISaus:

FriJun 2218:0128 2012 (@.CERT Incidencias - Ticket created Reply Comment Fonvard

CC: abuse@cert-ro.eu lookup emai] [lookup "cert-ro.eu’]

subject: (D2 75494] [Scada] INCIDENT REPORT
Date: Fri, 22 Jun 2012 17:01:12 +0200

To: llookup email] lookup '@ro)
From: | [ssalan]" <incidencias @ (il ookup email [ookup ~'j

Download (untitled) / with headers
The( Computer Emergency Response Team for SMES and Citizens), supports the development of national business nefwork and offers the curent services of an Incident Response Centre and free, providing text/plain 24k
reactive solufions to computer incidents, prevention services against possible threats and services of information awareness and fraining in computer security matters to SMEs anc (il tizens.

Dear Sir/ a,

we get in touch with you from MMl incident response center within the Minisiry of Indusry, Energy and Tourism, on behalf of the National Criical Infrastructure Protection, Ministry of nterior, CNPIC. We leamed that the following IP addresses belong o
their nefwork, and allegedly belonging to SCADA systems according to the published text have been made public through the Pastebin service.

The URL where such information is made public as follows: htip:/pastebin.com/egdrLgvm. [lookup "pastebin.com"] It is possible that when you query the URL, you will not work, because we are working with Pastebin in removing this content from their servers. For
this reason, we attach the file further. Txt file that contains data on IP addresses for their nefwork ranges.

Since, for safety reasons, it is possible that these addresses should not be known, | seek your assistance to inform those responsible for services associated with this IP fo be aware of the situation.
If you need any additional information or assistance please contact us.

For any matter related fo this issue include the following reference [$ {} # {3 riname Ticket-> id}] in the subject line.

Thank you very much.

Regards,
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Alerte SCADA In RO

PASTEBIMN | #1 paste tool since create new paste i ve real-time  faq ——

PASTEBIN

trending pa

2,300+ SCADA IP's - Hex00010 Public Pastes
BY: A GUEST OM JUM 19TH, 2012 | SYMTAX: NOME | SIZE: 191,82 KB | HITS: 2,342 | EXPIRES: NEVER e161 Untitled
DOWMNLOAD | RAW | EMBED | REPORT ABUSE S secago
Untitled
CLICK HERE TOD 1 4 secago

FIND OUT HOW YDU CAN HELP. - p Untitled

4 secago

GIVE. ADVOCATE. VOLUNTEER. |Un1‘hed

Way (£ : Untitled
PHF | 10 sec ago
Untitled

& sec ago

LIVE UNITED" |

Below is a list of 2,888+ SCADA ip addresses Untitled
9 secago
Untitled
16 secago
Untitled
+ not only this increase Cyber security awarensess in some of our most critical infrastructures 14 sec ago

i figured since most of wou that follow me is agents id release this anways lol

+ it will get the gowvernment off there asses

Lets see who goes Ffirst REAL BHANGE
WON'T HAPPEN
WITHOUT YOU

IP Citwy Country Hostname

188.8.55.79: 88 Wildomar United States static-188-8-55-F9.1lsanca.dsl-

w.verizon.net

188.218.186.5: 23 (L M

183.49.115.8: 23 Randolph United States

189.168.48.36: 38 Milan Italy

189 .76 .227 121 : 86 Marlow United Kingdom

189 .76 . 227 122 : 86 Marlow United Kingdom CLICK HERE TO HELP
189 .78.227 .125: 36 Marlow United Kingdom CREATE OPPORTUMITIES
189 .78.2237.124:23 Marlow United Kingdom FOR A BETTER
189 .76 .227 124 : 86 Marlow United Kingdom LIFE FOR ALL.
189 .76 .227 125 : 86 Marlow United Kingdom

189 .76 .227 127 : 86 Marlow United Kingdom

189.7@.227.129: 36 Gillespie United Kingdom ‘*"E'ﬁ;[gﬂﬁl‘;!]éﬂ'ﬁmm
189 .76 .227 .131: 86 Marlow United Kingdom =

189 .78.228.28: 38 Marlow United Kingdom
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STUXN ET 2010

/Identlflcat Ia centrala nucleara | |ran|ana de la Natanz

- Expoateaza 4 vulnerabilitati de tip zero-day

- Viermele folosea o serie de parole default ale unor aplicatii
Siemens (WinCC, PCS7) pentru a accesa sistemele de
operare Windows.

- Au reusit modificarea vitezel de rotatie a centrifugelor
folosite la stabilirea concentratiilor uraniului.
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DUQU - 2011

/Foloseste tehn|C| Identice cu cele ale Stuxnet

- Se pare ca a fost creat doar pentru actiuni de recunoastere
asupra sistemelor de control industriale.

FLAME - 2012
- Aparent dezvoltat de creatorii DUQU.

- Specializat pe furt de informatii prin diferite metode din
sisteme Informatice.

- Descoperit in sisteme informatice ce rulau SCADA din Iran,
Liban, Siria, Sudan etc.
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Ghiduri ENISA

—— Smart Grid Security Recommendations

- http://www.enisa.europa.eu/activities/Resilience-and-
ClIP/critical-infrastructure-and-services/smart-grids-and--
smart-metering/ENISA-smart-grid-security-recommendations

- Appropriate security measures for smart grids

- http://www.enisa.europa.eu/activities/Resilience-and-
ClIP/critical-infrastructure-and-services/smart-grids-and-
smart-metering/appropriate-security-measures-for-smart-

arids
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Smart Grid Security Recommendations

— 10 recomandan pentru entitatile, publlce sau prlvate

implicate in definirea si |mplementarea retelelor electrice de
tip smart grid:

1. Improve the regulatory and policy framework

2. Foster the creation of a Public-Private Partnership (PPP)
entity to coordinate smart grid cyber security initiatives

3. Foster awareness raising and training Initiatives
4. Foster dissemination and knowledge sharing initiatives

5. Develop a minimum set of reference standards and
guidelines .
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Smart Grid Security Recommendations

—5. Promote the development of security certification schemes

for products and organisational security
Foster the creation of test beds and security assessments

Refine strategies to coordinate large scale pan-European
cyber incidents affecting power grids

8. Involve CERTSs to play and advisory role in dealing with
cyber security issues affecting power grids

9. Foster research in smart grid cyber security leveraging
existing research programmes.
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Appropriate security measures for smart
grids

—0O serie de recomanddri de securitate pentru operatorii de
smart grids:

1. Security governance & risk management;
2. Management of third parties;

3. Secure lifecycle process for smart grid components/systems
and operating procedures;

4. Personnel security, awareness and training;
5. Incident response & information knowledge sharing;
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Appropriate security measures for smart
grids

—0O serie de recomanddri de securitate pentru operatorii de
smart grids:

6. Audit and accountability;

/. Continuity of operations;

8. Physical security;

9. Information systems security; and
10. Network security.
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Va multumesel——

Intrebari?

CERT-RO

http://www.cert-ro.eu/
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