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The CRISYS Proj '
e CRISYS Project CR'SYS

Part of EU Research Seventh Framework Programme (FP7)

M Theme 10 — Security
B Activity 10.4 — Restoring security and safety in case of crisis.
M Area 10.4.1 — Demonstration Programme
M Topic 10.4.1-1 — Aftermath Crisis Management — Phase |

B Two studies looking at same topic — ACRIMAS and CRISYS

Study Period : 1 February 2011 End: 31 May 2012 - Duration: 16 months

TWO Phases
B Phasel : Produce Strategic Roadmap

M Phase2: Demonstrate an integrated and scalable Crisis
Management System capable of implementation
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uropean Context CRISYS

L There is an increasing frequency of natural and manmade disasters

. European Parliament and Commission aspiration to improve EU civil
protection response both within and outside Europe [links ECHO-EEAS-
ISS]

. Recognition of the sovereign role of Member States through the
principle of subsidiarity and desire for mutual support at times of crisis

through principle of solidarity

U Current ad hoc approach of sharing resources by volunteering
response modules is seen as partially effective

. Proposals being discussed involve a more planned response capability
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ara'll aim (phase | + lI):
Demonstrate an integrated and scalable crisis management system ...

... capable of providing comprehensive situational awareness to decision
makers ...

... to ensure a timely, coordinated and effective response ...
... in defined and novel disaster situations.

Demonstration to be focussed and offer a practical solution.
CRISYS Objective (phase |):
Build a Roadmap .... capable of full implementation ...

... to show specific demonstration actions in Phase Il ...

o whilst establishing contacts and awareness with the main public Hllq.
vate stakeholders in the field of Crisis Management
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Process c R 'SYS

Must recognise what already exists and how Crisis Management is
organised and managed.

Note changes in EU Civil Protection policy and the Member States
relationships.

Assess effectiveness of capabilities and capacities to meet
anticipated and unidentifiable threats.

Target community resilience and business continuity.

Propose improvements in joint working, EU policy and practices to
strengthen cohesion, interoperability, operational effectiveness,
affordability, cultural and moral values.

Test and validate with stakeholder actors.

Disseminate Project findings.
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Project Management

Crisis Management
Analysis of current situation

and preparation of
discussion framework

R User and Stakeholder Requirements
WP3 Establish dialogue to identify CM
environment and user requirements

Roadmap Recommendations
Analysis synthesis prioritisation of

requirement recommendations with
validation

Dissemnination Actions (website reporting and Final Conference)




The Challenge CRISYS

A major challenge is LEGACY and how to link existing approaches,
technical solutions, procedures, standards etc. in the civil protection
field, which can be extremely fragmented at national and even local
level, to permit a fast and adequate response to natural and man-made
threats.

The project also has to PRACTICALLY DEMONSTRATE in a few years the
solution and cannot be a virtual exercise.

POLITICAL ACCEPTABILTY within Member States is essential to meet EU
political challenges: primarily for use in EU countries the system must
also be deployable abroad in concert with other Nations UN and NGOs
so Europe’s external humanitarian aid programmes can reflect the
stronger post Lisbon Treaty alliances.
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Foundation of Understanding chSYS

Imperative we first understood how the civil protection sector operates.

1.Review presently adopted solutions, procedures and the operational,
legal, societal, political, legacy environments in which those mechanisms

are set.

2.Establish parameters of operations — not simply scenarios but how to
create wider capability and capacity.

3.Understanding of the issues surrounding effective operational needs
(e.g. interoperability of technical solutions, commonality of procedures,
decision and crisis decision tools, the importance of languages; common
training approaches; homogeneous risk assessment methodologies etc.)
for the most significant demonstration actions.
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CRISYS Questions CRISYS

1 Can we improve response either in speed or effectiveness?

2 What known barriers exist that inhibit or delay the practical
response to crisis?

3 Are there tools or practices that will help improve:
. communication
. situational awareness
. command and decision support
. deployment in harsh environments
° search and rescue
. medical care
. restoration of basic services

2 sl sad sl sl el el

4 If so what are they and how might they be demonstrated?
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Question Focus chSYS

Focus is upon 4 ACTIONS and 8§ CAPABILITIES

ACTIONS
PEOPLE

Key asset [operational actors] and target [public protection] with issues of skills
competency awareness with education and training

PROCESS

Required for integration and understanding but currently diverse and variable with
no common system of operation

INFORMATION

Essential management tool currently fragmented and diverse highly sensitive to
sharing and security issues

TECHNOLOGY

Many practical solutions exist in sectors like defence and security with issues of
transfer adaptability and cost. _ 13



Methodology
Scope

* Four categories of events

Sudden movement of the Earth's crust or surface
that destroys infrastructure

A vegetation fire in a large open landscape that
2. Wildfire may have an urban interface

Large or sudden flow of water or fluid material that
inundates normally dry land

Consequences from unintended or deliberate
action that negates protective systems

1. Earthquake and landslides

3. Flood

4. Failure (technical, manmade)

* Aftermath crisis response



1. Communication

5. Fast deployment on harsh environment

7. Medical Care

b bt LA % : : - I = .

3. Adaptable command & decision support

CRISYS - Methodology

Exchange information between citizens, rescue
workers and authorities

Collect and present relevant static and dynamic
inforrmation about the incident

Coordinate action between various rescue
organisations

Plan, support and control the allocation of
rescue workers and equipment

Deploy rescue workers and equipment at the
area of the incident

Trace and rescue victims

Provide large scale medical aid and care in a
crisis situation

Restore basic needs of people (water, food) and
infrastructure (electricity, transportation)
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CRISYS
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Operations
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Incident Command System

Response Framework
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Identification and tracking system

Availability recognition tools

Attribute capture classification system

Equipmentand vehicle needs

Specialist modularised assets

Logistic hub and collation logistics system

Transpartation ang supply chain systems




Online E-learning platform

Access controls and protocals

Pul:icllurninﬁ programmes

Alert and reverse alarm

Lessons Learnt capture and dissemination system
Responders exercise and training

Competency and skill verification system




Maobile Data systems for harsh ervironments

Information Management System

Information capture tools kits

515 and visualkisation overlays and simulation toolks

Data verification and warebousing

.Data encryption and min.ing SYSTEms

Information formats and verification systems

Control room design and implementation

Maobilisation and dynamic information management
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CRISYS Model
(seismic, wildfire, flooding, failure)
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Aftermath crisis response Ck'SYS

Modes of

: Prevention Preparedness 1E5PONSE Restoration
action J
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project
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What do we need to know? CR'SYS

Validation of current situation Identification of requirements Definition of Roadmap

Where are we al a ndiond evel? Wha iz needed for infernatonal EL-cooperdion? How should we procesd?
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