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1. Background 



The PPP Scenario 
1. After 9/11, the new threats to public and 

private security appeared much more dangerous 
and pervasive, but also much easier to be 
delivered, than before. 
 
 

2. It was understood that the unique way to try 
to protect ourselves was that public and private 
partner together, with private giving  its 
practical know how and its innovation capability 
and public  its guidelines and funding power. 
 



The Target 
1. Each system needs an infrastructure to live. The most  
delicate ones are the Critical Infrastructures, especially 
if regard the Information and Communication backbone, 
vulnerable to Cyber Attacks directed to obtain 
Intelligence or Disruption. Their Protection is central to  
our Security.  
2.Cyber Security /Cyber Intelligence is the focus of the  
current CIP Research, to prevent problems as : 
a. STUXNET  an IT virus, of unknown origin, which 

jeopardized Iran nuclear program  
b. IRHABI 007  a British resident who assured the Al 

Qaeda logistics from London suburbs, detected through 
the Net monitoring 

c. HACKING, PHISHING, IDENTITY THEFTS, MONEY 
LAUNDERING… 

d. WikiLeaks case… 
 



The New Approach 

Protection of Critical Infrastructures against  
 

disruptive attacks  
 
but also against  
 

Intelligence hidden operations… 
 

…which may create more, and unexpected, danger.   
 



 

 

Description 
Advisory research company, specialized in PPP for security and intelligence research.  
Founder background: Nuclear Engineer, Scientific Investigations Carabinieri Officer, IBM Researcher 
in USA and Executive in Europe, ESRAB and ESRIF member. 
 
Clients 
Leading security and information technology private companies, national and Int’l public institutions.  
 
Among them: 

• EUROPEAN UNION  European Commission (DGs: Justice, Freedom and Security; Enterprise) 
 EC OLAF- Office pour la Lutte Anti Fraudes, EUROPOL (European Police), FRONTEX (Agency 
for Border Security, based in Warsaw) 
  
• GOVERNMENT AGENCIES and MINISTRIES  Italy , Belgium, Balkans and Middle East 
  
• AEROSPACE CIRA-Centro Italiano Ricerche Aerospaziali, ESA-European Space Agency 
  
• HI TECH Siemens AG, TEMIS SA, Bridge129, Booz&Co, EURISPES… 
 

  
 

The Speaker 



2. EU Vision and Actions 



 Research and technology can play a supporting 
role as a force enabler  

 
 Our Security can be assured only through  
int’l cooperation among EU (and also extra-EU) 
public and private organizations, taking into 
account civil rights safeguard and social 
sensibility 
 
(from ESRAB final report and ESRIF findings) 

European Union “vision” on PPP and 
Security Research 



ESRIF   
European Security Research and Innovation Forum 

…a PPP Committee ! 

- 64 members (27 EC Member States + Associates represented): 
strategists and experts from European Security companies (Eurisc, Thales, 
Finmeccanica, Eads, BAE, Sagem, Smiths …and Zanasi), government agencies 
(Europol, BKA, EDA…) and government ministeries (Italian, French, UK Min. 
Interior; French, German, Italian Min. Defense, …). 
 

- Mission 
• identify requirements for European Security Research 
• define security research funding lines and  
• advise on security research public private partnership  

President: Dragutin Mate (ex Minister of Interior of 
Slovenia) 



European PPP actions in Security  
 

time 2013 2012 2011 2010 2009 2008 2007 2006 2005 2004 

 
 

 FP7 Security Theme 
(2007 -2013) 

1400 M€ 

 
 

ESRAB report “Meeting the challenge:  
the European Security Research Agenda” 
(Oct 2006) 

ESRAB  
(2005-2006) 

“European Security Research:  
The Next Steps” (Sept 2004) 

GoP report  
“Research for a secure Europe”  
(March 2004) 

PASR (2004-2006) 
45 M€ 

GoP  
(2003-2004) 

national programmes 

ESRIF 
(2007-2009) 

“Fostering Public-Private Dialogue  
in Security Research and Innovation” 
(Sept 2007) 

Total 
3 bn 
Euro 
 

…trough funded projects 
 



  3. EC Funded CIP  
        Projects assure… 



…Int’l PPP in EU 
but also outside EU…  
(CH and NO but also USA,  
Israel but also  Saudi Arabia) 
      to protect its CI… 
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COMIFIN - Communication Middleware for Monitoring Financial Critical Infrastructure 

...in Financial Sector... 

Partners:   7 from EU... 
2 extra EU 



SECRET: SECurity of Railways against Electromagnetic 
aTtacks 

... in Protection of structures, platforms and networks…  



 CLOUDCERT –Testbed Framework to Exercise critical Infrastructure Protection 

The scope of Cloud-CERT tool consist on improving international security and coordination, 
implementing an ICT system, together with adequate processes, that supports the complete 
cycle of infrastructure protection. It integrates industry strategic plans in an efficient 
manner and reuse components, methodologies, and tools leveraging CERT capabilities. 
To this end, the tool is built on a framework of cooperation among large companies (INDRA), 
SMEs (ZANASI, e4business), think tank (ICSA), public organizations (INTECO, CNPIC) EU 
member states.  

...for ICT Security... 



…and recovering if the attack against the CI succeds… 

CRISYS - Critical Response in Security and Safety Emergencies 



…with a strong Civil Society presence… 



…but also research in Intelligence 
for Critical Infrastructure…. 
                      realizing… 
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...Communications Intelligence... 



 VIRTUOSO – Versatile Information Toolkit for End Users Oriented Open Sources Explotation  

9  EU... 
     ...1  
extraEU 

Partners: 



THIS-Transport Hub Intelligent video System 

The project addresses automatic behavioral analysis through video processing, focused 
on crowded scenarios, for transportation hubs. New video surveillance systems provide 
moving object detection and people tracking (e.g. for abandoned pack detection) but the 
monitoring task is all in charge of human inspectors. A system performing human behavioral 
analysis, detaching what is usual from what is not, would fill the gap and provide a reactive, 
and hopefully pro-active control task, preventing terroristic attacks or crime situations 
in public place.  

...intelligent video monitoring... 



RECOBIA: REduction of COgnitive BIAses 

... detecting and eliminating the errors of Intelligence... 



Thanks for your attention 
 
 
Alessandro.Zanasi@zanasi-alessandro.eu 




