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Outline 



Infranomics 

• Infranomics  
– infrastructure (supporting vital societal technical 

functions) and  

– nomics (after Gr. νόμος nomos, set of rules)  

 

The discipline-of-disciplines studying the 
Metasystem 



Why?

• Need for:  
– i) systematic approach to the understanding of all 

the interrelated aspects that constitute the critical 
infrastructure topic;  

– ii) consideration of all tangibles and intangibles 
aspects, and all the concurrent concordance-
discordance facets;  

– iii) rigorous structuring of the decision making 
matter in consideration of all. 



From Infrastructures to 
Metasystem 

• Infrastructures 
– Evolving 

• New ones constructed upon older ones  

– Multiplicity of actors 
• No Master 

– Getting smarter and more interconnected 

• Emergence of the Metasystem 
– Qualitative leap forward 
– From underlying resource to vital core 



Metasystem 



Metasystem /2 

• Technical components  
– from the hardware, to the information, command and control parts 

• Stakeholders  
– operators, authorities, suppliers, end users, society at large 

• Resources  
– monetary, natural, human, technical, information 

• Mindframe  
– mentality, mood, cultural traits, etc. 

• Constraint set  
– legal context, standards, international rules, etc. 



Infranomics revisited 

• Body of disciplines supporting the analysis and 
decision-making regarding the Metasystem 
– Set of theories, assumptions, models, methods, 

and associated scientific and technical tools  

– Conception, design, development, 
implementation, operation, administration, 
maintenance, service supply, and resilience of the 
Metasystem 

 



Basic disciplines 

 



Overarching aim 

• Infranomics should integrate all relevant 
disciplines:  
– engineering,  

– economic, political and social sciences,  

– inter-relationships among infrastructures and 
stakeholders, in a multi-national, multi-
jurisdictional context 



Tangibles & Intangibles 



Tangibles & Intangibles /2 

• Need to be considered concurrently 
• Tangibles : 

– quantifiable assets:  physical and logical elements, economic performability, technical attributes 
(reliability, maintainability, vulnerability, etc.), environmental conditions and requirements, resources 
and their attributes (e.g. scarceness, price, affordability), attributes of the end user service (e.g. 
quality, price, affordability).  

• Intangibles:  
– qualitative elements which shape the definition and use of the infrastructure. E.g.: mood (of users, 

society, stakeholders), values and ethical positions, training of personnel, perception and acceptance 
of risk, awareness of vulnerabilities, policies of the business actors, strategic national and industrial 
objectives, geopolitical objectives, etc.   

Tangibles & Intangibles /2



Approaches to Infranomics 

• Positive Infranomics:  
– what are the infrastructures, which are their structural, functional and behavioral 

elements, and how they are managed, regulated, etc.  

• Normative Infranomics:  
– which could be the most appropriate ways and means for managing the infrastructures 

and their systems in different circumstances  

• Theoretical Infranomics:  
– the development of the concepts and models that describe the relations, activities, 

layers, interactions, cost and prices, etc.  

• Empirical Infranomics:  
– the experimental demonstration and validation of theories, comprising the methods and 

tools for designing, running and analyzing the results of experiments, and mainly with 
respect to the failure of the infrastructural systems.   

 

Approaches to Infranomics



Tangible and Intangibles – A Vectorial 
Approach 

A Vectorial 



Laying-out Pipelines Across Caspian – Black 
Sea Area 



Model Insights 
 
 
 

  
ASSESSING THE INTANGIBLES - THE METHOD 

ASSUMPTIONS/FOUNDATIONS 
_____________________________________________________________ 

 
1)   ENERGY SECURITY (of Project) = VSUM [ENERGY SECURITY (of Project Player)] 
                                                                   VSUM – vector sum over all Project Players 

 
2) ENERGY SECURITY (of Project Player) = PROFITABILITY (secured by Player) X  OPERABILITY (secured by Player)  

                                                                                                                                        X – cartezian product  
3)   PROFITABILITY (secured by Player) = SUM [TANGIBLE (T) ASSET SCORES] 

                                                                        SUM – algebraic sum over scores (-10 to 10) assigned to T-assets by brain tanks 
 

4)   OPERABILITY (secured by Player) = SUM [INTANGIBLE  (I) ASSET SCORES] 
                                                                           SUM – algebraic sum over scores (-10 to 10) assigned to I-assets by brain tanks 

 
  5) TANGIBLE ASSETS – Factbook (e.g. CIA Factbook) Numeric Country Indicators (e.g. GDP/capita, pipeline lengths...) 
        INTANGIBLE ASSETS – Factbook (e.g. CIA Factbook) Verbose Country Indicators (e.g. governance, religions...)  
 



Dealing with a Matrix for Tangibles / Intangibles 



A Decision Support System 

 



 



 



 







 



 



Resilience Governance 
Challenges 

A Need for Research 



A Take on Resilience Governance A Take on Resilience Governance



Understanding 
 
 
 
 
 
 
 
 
 
 
 
 

Deciding 
 
 
 
 
 
 
 
 
 
 
 
 

Pre-assessment 

Appraisal Communication 

Characterisation 
and evaluation 

Management 

Resilience Governance Framework

Who needs to do 
what, when? 

Who needs to know 
what, when? 

Is the vulnerability 
tolerable, acceptable or 

unacceptable? 

Getting a broad 
picture of the 

Resilience 

The knowledge 
needed for 

judgements and 
decisions 



Potential Governance Deficits 

• Warning: signals of a known or 
perceived vulnerability have not 
been detected or recognised. 

• Scope: a vulnerability which is 
perceived as having only local 
consequences may in fact be 
much broader (and vice-versa). 

• Framing: different stakeholders 
may have conflicting views on 
the issue 

• Black swans: no awareness of a 
hazard or possible vulnerability 

 

• Exclusion: when some stakeholders 
and their views or significant benefits 
and other consequences are 
accidentally or deliberately excluded 
from the evaluation process 

• Indecision: when there is indecision 
or lack of responsiveness, whether 
voluntary (act of authority) or 
involuntary (overly inclusive process 
with stakeholders leads to inertia) 

• Transparency: when  tradeoffs are 
not made explicit and hidden 
agendas seem to determine the 
outcome of the evaluation process 



Issues of Concern 

How do values and emotions impact on how the vulnerabilities are perceived? 
 
• What are the public’s concerns and perceptions? 

 
• What is the social response to the resilience? Is there the possibility of 

political mobilisation or potential conflict? 
 

• What role are existing institutions, governance structures and the media 
playing in defining public concerns? 
 

• Are managers likely to face important ambiguities arising from differences 
in stakeholder objectives and values, or from inequities in the 
distribution of benefits and resiliencies? 



Modeling & Simulation 

 
• The modeling of infrastructural “system-of- systems” cannot 

just be the juxtaposition of the models of the system-
components.  

• When taken into account abnormal situations, the patchwork 
of models is manifestly insufficient.  

• Whether a model is appropriate or not depends on the extent to 
which it promotes understanding.  

• What the concept of Infranomics tells us is that many 
modeling and simulation approaches valid for “relatively 
small”, system-level, security problems, fall short of providing 
a workable answer to system-of-systems problems. 



Questions? 

Thank you 




